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PyxoBonurenam

MeIHUITHHCKUX OpraHu3aIui,
BKJTIOUEHHBIX B COCTaB
peruoHansHoro cermenTa ETTIC3

Konusti: Munuctpy 3apaBooXpaHeHust
Kanuuunrpanackoii obnactu

A.IO. KpaBuenko

VBaxxaeMble KoJiery!

MMHALI, Ha3zHaueHHBIH @puKazoM MuHUCTEPCTBA 3ApPaBOOXPAHEHUS
Kanunauurpagckoinr obmacty ot 15 mapra 2013 roma Ne 88 omeparopom
WH(POPMAIMOHHBIX CUCTEM B cpepe 37paBooxpaHeHns KalmHUHIpajcKkoi o0nacTH,
OCYLIECTBIISIET KOOPAMHALMIO JEATEIbHOCTH MEIMLMHCKAX OpraHH3aluil I10
BOIPOCAM Pa3BUTHUS M IKCIUTyaTalld UH(MOPMAIIMOHHBIX CUCTEM, B TOM YHCIIE I10
BompocaM Oe3onmacHOCTH HMHGoOpMauuu. MHUHHUCTEPCTBO  3ApPaBOOXPAHEHHUS
Kanununrpaackoit o6nacTy M MEQUMUMHCKHE OpraHU3allyd  OCYLIECTBIISAIOT
o6paboTky uHpoOpManuu (MMEPCOHANBHBIX [aHHBIX) B COCTaBe BBEJIEHHBIX B
IKCIUTYaTaly0 HHPOPMALMOHHBIX CUCTEM, ITPH 9TOM CaMU SIBIISIFOTCS OIlepaTOpaMu
Ha CBOMX O0OBekTax uWH(OpMaTH3aUMK (aBTOMAaTU3alUKd) MpH 00paboTke
NEPCOHAIIBHBIX JIAHHBIX.

B cBasm ¢ BHemnaHoBbIMH mnpoBepkamMun Y®CB Poccunm 1o
Kanununrpaackoii 06/1acTH MeJHUHHCKHX OPraHH3alHi NMPOCHM KOMIIIEKTHI
OpraHU3allMOHHO-PACIOPSAUTENBHON U OKCIUTyaTallMOHHOW [TOKyMEHTalluu Ha
rOCYZapCTBEHHYIO HH(OPMAIlMOHHYIO CHCTEMY B cdepe 3IpaBOOXpaHEHHS
Kanmuuurpazckoii o6nacti (PC ETUC3) npuBecTH B COOTBETCTBHE C:




1. npukazoM OAIICH ot 13 uk
HMucTpykuuu 06 opranusaliy U odecreye
U Tiepefiaur 10 KaHajlaM CBSI3U C UCIIOJIE
3alUThl MH(QOPMAIMK C OTPaHUYEHHBIM
COCTAaBIISIOIINX TOCYIApCTBEHHYIO TalHY)

24 ®Cb Poccuu o
yrBepxaenun Ilonoxxenus o paszpad
(xp
unpopmarmu (ITomoxxerne [TK3-2005)»;

3

IPUKa30M

9KCIUTyaTalliil  MH(POBaTBHBIX

I

oHs1 2013 roma Nel52 «O6 yTBepkaeHUN
HUM 0€30I1aCHOCTH XpaHeHus, 00paboTKu
30BAHUEM CPEACTB KpHUOTOrpaduuecKon

JOCTYIIOM, HE COJEpIKalllell CBeICHHUH,
g

r 09 despana 2015 roma Ne66 «O06

OTKE€, IIPOU3BOJACTBE, pPCallM3allid H

‘HTOI"pati)H‘IeCKPIX) CPEeICTB  3alUThHI

npukazoM @®Cb Poccum ot 10 urons 2014 r. Ne 378 «O06 yTBepxaAeHUA

CocraBa 1 coepxaHusl OpPraHU3allMOHHBIX U TEXHUYECKHUX MEp M0 00eCreueHuIo

0e30I1acHOCTH TNEePCOHANBHBIX JAaHHBIX NMPH HX 00paboTKe B WHPOPMAIMOHHBIX

CUCTEMax NNEPCOHAIBHBIX OJaHHBIX C HCITO

£30BAHHEM CPEJICTB KPUITOrpaduIecKoi

3alllHuThI HH(bOpMaI_[HH, HGO6XOI[I/IMBIX( AJI1  BBIINOJIHCHHSA  YCTaHOBIICHHBIX

IIpaButensctBoM Poccutickoit @enepanuu TpeOoBaHUN K 3alllUTe MMEPCOHAIBHBIX

JaHHBIX JJIA KaXXI0I'o U3 ypOBHEf;I 3allUIIICHHOCTH»,

4,

noctaHoBnenreMm IIpaButensctBa P® ot 01 HosOps 2012 ropa

Ne 1119 «O6 yrBepxaeHnu TpeOOBaHMH K 3aIlUTe MEPCOHATBHBIX TaHHBIX PU UX

o0paboTke B HHPOPMAIIMOHHEIX CHCTEMaX IMePCOHATBHBIX JaHHBIX)

Tunosble HapyIIEHUS YKa3bl B IPHIIOKEHUH 1.

Meroaudyeckue MaTtepuasbl 10 pa3paboTKe JOKYMEHTOB JOCTYNHBI B

a,I[MHHI/ICTpaTHBHOﬁ qacTHu

oumamsHOro

caiita MMAILl 1no cchuike:

http://miac39.ru/security/ (BX0x 1mociie aBTOPH3ALMHU, JIOTHH U apOJIh HCIIOJIB30BATh

0T opuuranpHoro caiita Munsnpasa Kanununrpaackoi obsiactu).

Ecim B OpraHu3aliid HC OIIPEACIICHbl IIPaBOBLIC, OPIraHU3allHOHHBIE H

TEXHHUYECKHE MEPHI IO obecneueHHI0 0€30MMACHOCTH NEPCOHANIBHBIX NAaHHBIX BCA

OTBETCTBEHHOCTL BO3JIara€Tcsi Ha PYKOBOAHTEJ/ISI OPraHu3aluu. 3a HapyumieHue

TpeOOBaHHI __0e30IMaCHOCTH NEePCOHAJNBHLIX JNAaHHLIX MMpeayCMAaTpPHBAaCTCH

AAMHHHCTPATHBHAA H YIOJIOBHASI OTBETCTBEHHOCTD.

[Tpunoxxenue: Tabmuiia TUIOBBIX HapyIIIe
C yBaxxeHHEM,
1.0. IUPEKTOpa

Hen. Iumkuna H.H.
676040

Hui, Ha 03 1.

M.II. JIuTBHHOB




TabaHma THIOBI

[Tpunoxenue Ne 1

bIX HApyILIEeHHH

Ne | Ha ocHOBaHHMM KaKoro ImyHKTa Hapyenue Croco051 yeTpaHeHHs
N | gapymenne
1. | Hapymenne n.26 Muctpykiuu o6 | DKCIuryaralidoHHas ¥ | 3allONHHUTE XKYpHAI yueTa
OpraHM3aniy 1 00ecrneyeHun TEXHHUYECKAs CK3HU(sxirouas 1. ITAK ViPNet
Oe3onmacHOCTH XpaHEHHUS, JOKYMEHTALUs Client;
00paboTKH, U nepeaaqyu mo CpencTB \ 2. ITporpammustit ViPNet
KaHaJlaM CBSI3H C UCIoNb30BanieM | kpunrorpaduaeckoit | Coordinatot;
cpencTs Kpunrorpaduyueckoit samutel HHGopmanuu | 3. [TAK ViPNet Coordinatot
3anUTE HHGOPMAIIHH C CK3U He y4reHsl, HW1000;
OI'paHHYCHHBIM TOCTYTIOM, HE KITIoueBast 4, ViPNet Coordinatot HW100;
cozeprkaieit cBeeHHIH, JOKYMEHTAIHsL He 5. ViPNet Coordinatot HWS50;
COCTaBJISAIONMX rocynapeTBeHnyio | yurena, [IAKVipNet | 6. Kpunrollpo CSP;
TaitHy, yrBepykaeHHoi npukazoM | Coordinator 4.3 He 7. KontuneHnr — All;
®ATICH ot 13.06.2001 . Ne 152 | yuren, [TO VipNet W np. xpunrorpaduueckue
(nanee — WHcTpyKuus), y9&ét Coordinator 4.x, CpEICTBA 3allMTHL.
cpencTB Kpunrorpaduyeckoi VipNet Client for
3aIUTEl HHPOpMAIUH (nanee - Android 2/x yurens
CK3H) ocymiecTBisieTcs B HE KonnquTBeH‘HO.
MOJIHOM 00beMe, B TOM YHCIIE: ‘
2. | Hapymenue n.21 UHCTpyKIIMH TTonb3oBareny BBecTtu nprka3 00 opranuzanui
JIOITYCKAIOTCH K paboThI CO Cpe/ICTBaMU
pabote ¢ CK3U Ge3 KpUNTOTpapHueCKoi 3aIUTEL
COOTBETCTBYIOIIETO uHpopManuy pabOTHHKOB
oOy4eHust, yupexaenuns (Popma [Ipukasa Bo
BJIOYKEHHH)
3. | Hapymenue .55 UHCTPYKIMH Kirouu 0T BXOHO#M Kypuan yuéra npuéMa H BbLIaYH
JIBEPH CIIEI | KJIFOUeH U redarelf opraHu3aliy
NOMeILeH s (dopma BO BIIOKEHHH)
(cepBepHas) He
IIPOHYMEPOBAHBI H HE
YYTEHBL
4. | Hapymenue .58 Muctpykinun MeTaJIJIIfI‘-IeCj,KOG O6opynoBars npucnocodIeHHeM
XpaHHIHAILIE, JUISL OTICUATHIBAHHSI WM KOZOBBIM
NpeHa3HaYe€HHOEe AT | 3aMKOM METaTHYECKOE
XpaHeHHs XpaHWIKIIEe, IpeHasHaueHHOE IS
SKCILTYaTalHOHHOMN XpaHeHUs SKCILTyaTallMOHHOM
TEeXHUYECKOH TEXHHYECKOH JOKyMEHTAIUH K
JIOKYMEHTAI|H K CK3HU. (IIpu orcyrcTBHA
CK3H, ue MeTaJJIMYECKOH MIoMOBI MOIKHO
00opyoBaHO MCIIONIB30BaTh MJIOMOY, CAETaHHYIO
npucrnocoOIeHneM 13 Oymaru ¢ ne4arbio

JJIA OHe"IaTbiBaHHFI
HJIA KOJOBBIM 3aMKOM.

opranusanuy, Ne mroM6s1, @O u
JIOJDKHOCTH OTBETCTBEHHOTO.
Heo6xonumo BecTH KypHA
yueTa(CHsTHS) IIOMO

Hapymenue n1.31 UHcTpyknuu

ArnmapatHo-
NPOrpaMMHOe CK3U
VipNET Coordinator

HeobxonuMo ortoM6HpoBaTh
CK3HU VipNET Coordinator HW
1000, VipNET Coordinator HW




Ne | Ha ocHOBaHHH KaKOTO IIYHKTa Hapymenue | Crioco6s1 yeTpaHeHust

W1 | gapymenne ‘
HW 1000 e 100, VipNET Coordinator HW 50,
060pyIOBaHO Kontunent - All

CpeICTBAMH KOHTPOJIS
3a €r0 BCKPBITHEM (HE
oTeyaTano/He
OIJIOMOHPOBAHO)

6. Hapymenue m.46 [Tonoxxenus o pazpaboTke, MPOU3BOACTBE, peaH3allHi U SKCIUTYaTallii
mMU(POBANTBHEIX (KpUNITOrpagueckux) CPeACTB 3aMUTE HHPOPMAIIUH, YTBEPKIECHHOTO IPHKA30M
®CB Poccun ot 9 deppains 2005r. Ne66 (manee-11K3 2005) sxcmnyaranus CK3U ocymectsisercs ¢
HapYIICHHSIMH [IPABKJI 110J1b30BaHHMsI, & UMEHHO:

6.1 | Hapymenue 1.4.3 npaBui AKTEI BBOZIA B HeobxonrMo 3amomHuTh AKTHI
10JIH30BaHMS [IPOrPAMMHEIM skcrryaranuio CK3U1 | BBona B axcmmyaranuio CK3HW s
xomiuiekcoM VipNet Client 4 VipNet Client 4 Bcex CK3MU (11labmon Bo
®PKE.00116-03 99 01 TIIT (nanee | OTCYyTCTBYIOT. BIIOYKEHHUH)

— npaBMJIa MojiL30Banus VipNet
Client 4)

6.2 | Hapymenue m.5.2 mpasui Kontpons Heobxonumo exeMecsyHo
none3oBanus VipNet Client 4 u paboTOCIIOCOOHOCTH U | COCTABMIATH aKT KOHTPOJIBHOH
IIPABMII TIOJIL30BAHHS coOmionenus npasunn | nposepku CK3U (Dopma Bo
IPOrpPaMMHBIM KOMILJIEKCOM 9KCILTyaTalllH ¢ BJIOYKCHHH)

VipNet Coordinator 4 oopmiieHHEM
®PKE.00110-03 99 01 IIIT (nanee | pe3yjbTaToB B BHIE
— npaBuIIa Mosb30BaHus VipNet | mpoTokonos
Coordinator 4) aJIMHHHCTPATOPOM
6e3omacHOCTH HE
OCYILECTBIISIETCS

6.3 | Hapymenue n.5.1 nmpaBun [Iepesarpyzka [lepezarpy3ka koMIbprOTEPA €
nonb3oBanus VipNet Coordinator | koMmbioTepa ¢ YCTaHOBJIEHHBIM ITPOrPaMMHBIM
4 yCTaHOBJICHHBIM xommiekcoM VipNet Coordinator 4

IpOrpaMMHBIM TIOJDKEH TIepe3arpyXarbes He Pexe
koMmIuiekcoM VipNet OJIHOTO pa3a B CYTKH M OTpaxarhb B
Coordinator 4 He XKypHaJe,
IIPOU3BOJIUTCS

6.4 | HapymeHnue 1.3 mpaBm WHcTpyKius Ha Heo0OxoauMo BBECTH

nonp3oBaHus VipNet Coordinator
4 u VipNet Client 4

cily4ai Iosapa,
aBapuM WIH
CTHXHIHHOTO
OeICTBHSA, B KOTOPOii
MPETyCMOTPEHBI
MOPS0K BEI30BA
aIMUHHCTpaLHH,
JOKHOCTHBIX JIHIL,
BCKPBITHE
MOMEIIEHHH, TOPSJIOK
IBaKyaluu
KOH(HIEHIIHAIBHBIX
JIOKYMEHTOB H UX
JaJIbHeHRIero
XpaHEeHUs1, HE
pa3zpaboraHa.

COOTBETCTBYIOIYIO HHCTPYKIIHIO
(Popma BO BIIOKEHHH)




Ne | Ha ocHOBaHMM Kakoro ImyHKTa Hapymenue Crnoco6s! ycTpaHeHHs
/| gapymenue
6.5 | Hapymenue nm. «a» m.20 YTBepiaeHHe Heobxomumo akTyanu3upoBarhb
tpeboBanuii [Ipukaza ©Cb PYKOBOAMTEIIEM CITUCOK JIUII, JOIYINEHHBIX K
Poccuu ot 10 mronsg 2014 r. N 378 | yupexIeHHUA CIHCKa | COAEPIKAHHIO 3JICKTPOHHOTO
«O0 yTBEpXKIEHHMH COCTaBA H JIHII, IONYIIEHHBIX K | )KypHaJia coOOLIEHHH
COMlepKaHMUS OPTaHU3AIHOHHBIX M | CONEPIKAHUIO
TEXHUYECKHX Mep I10 JIEKTPOHHOI'O
obecmeueHnIO0 O€30MACHOCTH KypHasa coob1eHu,
TIEPCOHATIBHEIX IAHHBIX IIPH HX U TIOJIEPXKAHHUE
00paboTke B HHPOPMALMOHHBIX YKa3aHHOTO CIIHCKA B
cHCTEMAX MEPCOHANBHBIX JAHHBIX | aKTyaJbHOM
C HUCIIOJIE30BaHUEM CPEJICTB COCTOSIHHHU HE
Kpunrorpagpuyeckoi 3aInuThI OCYILECTBIISIETCS.
HH(OpMAIHH, HEOOXOIUMBIX IS
BBITIOJIHEHHST YCTAHOBIEHHBIX
[IpaBurenscTBoM Poccuiickoi
Depeparyu TpeOOBaHUIT K 3aLUTE
NEePCOHANIBHBIX JaHHBIX JJIS
Ka)KJI0ro U3 ypOBHEH
3allUIIEHHOCTHY (Janee -
[Ipukas)
6.6 | Hapymenue mir. «o» m.20 ObGecneueHue HeobxomumMo BecTH
tpeboanwmii [Ipukasza HHDOPMAIIHOHHOM COOTBETCTBYIOIIUHN HKYPHAI
CHCTEMBI
aBTOMAaTH3HPOBAHHBIM
| CpEJICTBAMH,
PETHCTPUPYIOLTUMHU
3aMpoCkl
N0JIb30BATENEH
HHPOPMAIIHOHHOH
CHCTEMBI Ha
HOJTy4eHHE
MepCOHATIBHBIX
JAHHEIX, & TAKKe
(akTbI
NPeI0CTaBICHH
TIePCOHATBHBIX
JAHHBIX I10 3TUM
3ampocam B
JNEKTPOHHOM

KypHae coOoOLIeH I
HE 0TOOpaXaIoTCs.




